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Neural Markers

of Cybersecurity:

An fMRI Study of Phishing, and Malware Warnings

Ajaya Neupane, Nitesh Saxena, Jose O Maximo, and Rajesh Kana

'Abstract— The security of computer systems often relies
upon decisions and actions of end users. In this papexe set out
to investigate users’ susceptibility to cybercriminal attacks by
concentrating at the most fundamental component governing
user behavior — the human brain. We introduce a novel
neuroscience-based study methodology to inform theedign of
user-centered security systems as it relates to cybenore.
Specifically, we report on an fMRI study measuring uses’
security performance and underlying neural activity wih respect
to two critical security tasks: (1) distinguishing between a
legitimate and a phishing website, and (2) heeding sety
(malware) warnings. We identify neural markers that might be
controlling users’ performance in these tasks, and edbdish
relationships between brain activity and behavioral pgormance
as well as between users’ personality traits and security bavior.

Our results provide a largely positive perspective orusers’
capability and performance vis-a-vis these crucial secity tasks.
First, we show that users exhibit significant brain activity inkey
regions associated with decision-making, attention, angroblem-
solving (phishing and malware warnings) as well as tguage
comprehension and reading (malware warnings), which mes
that users are actively engaged in these security tasi&econd we
demonstrate that certain individual traits, such as impusivity
measured via an established questionnaire, are assateid with a
significant negative effect on brain activation in these asks.
Third, we discover a high degree of correlation in brain @ivity
(in decision-making regions) across phishing detectio and
malware warnings tasks, which implies that users’ behaer in
one task may potentially be predicted by their behavioiin the
other. Fourth, we discover high functional connectivity among
the core regions of the brain while users performed #h phishing
detection task. Finally, we discuss the broader impacts and
implications of our work on the field of user-centered seurity,
including the domain of security education, targeted secity
training, and security screening.

l. INTRODUCTION

Computing has become increasingly common in many

spheres of users’ daily liveat the same time, the need for
securing computer systems has become paramounthaiiee
secure on-line interactions, actions performed dadisions
made by human users need to be factored into sydgseign—

a principle sometimes referred to as “human inldap” [9].
Two such prominentuser-centered securityasks are: (1)
distinguishing between a legitimate and a fake ebs
(phishing detection tajkand (2) heeding warnings provided
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by modern browsers when connecting to potentialyicious
websites ifhalware warnings tagk

The field of user-centered security has received
considerable attention recently but is still in iitdancy. As
such, researchersunderstanding of end user performance in
real-world security tasks is neither very preciee very clear.
Previous computer lab-based studies focusing omrisgc
warnings and security indicators (e.g., [10, 12,148 15, 16,
17]) have concluded that users do not perform waelhese
tasks and may often ignore them. This general wisd@as
been called into question however by a large-sitale study
of browsers’tasks relating to phishing, SSL and malware
warnings [11] which showed a high likelihood usacsually
heeded the warnings they received.

User attitudes, perceptions, acceptance and use of
information technology have been long-standingasssince
the early days of computindgJsers’ personal characteristics
are also identified as one of the important facw@ffecting
phishing detection and malware warnings interasti¢eg.,
[60, 61, 62, 63]). In this light, it is important tacnderstand
users’ behavioand personality characteristics pertaining to
the execution of security tasks, andsers’ potential
susceptibility to attacks.

Our goal in this paper was to enhance current kedgé
in, and address fundamental questions pertaininguser-
centered security from aeuropsychologicaktandpoint. The
primary questions driving our research includedy {hat
brain regions are activated and functionally cotedavhile
performing security tasks?; (2) how well do usersfqren
these tasks?; (3) do certain personality traits (likpulsivity,
or attention control)influence users’ security behavior and
performance?; and (4) atsers’ behavior in ongecurity task
related to their behavior in another.

To answer these inquiries, we developed a novel
methodology for studying user-centered security iimeolves
neuroimaging Using this general methodology, our
overarching goal was to delineate the nature ohitivg and
neural processes that underlie user-centered sedegisions
and actions. This specific goal was achieved viaRM
(functional Magnetic Resonance Imaging) scanniktRIfis a
Blood Oxygen Level Dependent function measure, ad i
derived from a combination of stimulus-induced aemin the
local cerebral blood flow, local blood volume, atatal
oxygen consumption rate [5,6]. fMRI provides a unique
opportunity to examine in-vivo brain responses ratag user
decisions during human-computer security interasticAs a
first line of investigation into our novel methodgly, our
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fMRI-based study shedbght on end users’ behavior and
performance with respect to the important taskptughing
detectionand responding tmalware warnings

at this task as they made incorrect choices 40%aftime.
Our behavioral data yielded similar results. Howeweur
neuroimaging data show that users exhibited sigpnifi brain
activation during the fake or real website idenéfion task.

Contributions: Our main contributions in this paper are This suggests that although the outcome of participants’

summarized as follows:

1. Novel Methodology to Study User-Centered Secuiie

propose a new methodology for studying neurologica

patterns governing users’ performance d@whavior with
respect to user-centered security tasks.

2. fMRI Study of Phishing, and Malware Warnings a

specific use case of our methodology, we designed a
phishing

developed in-scanner fMRI experiments for
detection and malware warnings task&edtion II), and

conducted a user study by recruiting and scannibg 2

individuals performing these taskSection 1Y
3. Comprehensive Neural and Behavioral Analysi¢e

efforts to differentiate between fake and real iteksmay not
be good (perhaps because they did not know whiaiotofor
n the sites to make a decision), they seemed to be
ndertaking considerable effort in solving the pegzas
reflected by activity in appropriate brain regiotsring the
decision-making process.

A recent large scale field study reported by Akhaamel
Felt [11] used modern browsers’ telemetry framewot&
record users’ reaworld behavior when interacting with
malware, as well as phishing and SSL, warnings.ikenl
previously conducted lab-based studies of secuviynings
and security indicators (see below), this study alestrated
that users heeded warnings most of the time. Spaityf

provide a comprehensive analysis of neuroimagind anakhawe and Felt found that users ignor€tirome’s and
behavioral data, not only evaluating the phishingd a Firefox's phishing and malware warningtween 9% and
malware warnings experiments independently but alsQ39 of the time, and ignored Firefox’s SSL warning%63of

contrasting them with each oth&ve also perfornfunctional
connectivity analysisto identify the interaction among
different brain regions corresponding to tasks tireda to
phishing detection and responding to malware wagsin
(Section V-VIII)

This paper is an extension and consolidation of MDSS
2014 paper [7]. From our previous analysis, we ifiedtthe
regions of interest (ROI) -- brain areas activatetien
completing tasks in phishing detection and contrahd
responding to malware warnings. In our extensiore
systematically investigated the functional connaigtiamong
these ROIs (see Section VI). We performed Whple-brain
analysis where the functional connectivity of one ROI with
the rest of the brain was examined; (2gion of interest
analysis in which we examined functional connectivity
among ROIs, and (3)brain-behavior analysis which
examined the functional connectivity of each ROIldan
impulsivity as a co-variate. We found strong fuondl
connectivity in the phishing detection task comgate the
phishing control task. This result confirms findsngf our
original analysis. The stronger level of functionahnectivity

suggests greater coordination among brain areade whi

identifying phishing websites. We did not find astgtistically
significant results during analyses of responsesn&dware
warnings, however.

Finally, we discuss the broader impacts and impboa
of our work for the field of user-centered secyritycluding
the domain of security education, targeted securaining,
and security screeningSéction VII)

II.  RELATED WORK

w

the time. These results are very much in line wibults of
our study, which provides neurological proofusfers’ ability
to process and heed malware warnings.

For over a decade, many lab studies have focused on

different browser security indicators (passive ¢adors, and
active warnings for phishing and SSL attacks) [i2,14, 15,
16, 17]. All of these studies suggested that useldom act
upon warnings and security indicators. (We refeAkhvawe
and Felt [11] who provide an excellent survey & tasults of
these studies). Akhawe and Felt [11] attributed $ierk
difference in the results of prior lab studies feiag on
warnings, and their own field study mainly to chesgn the
nature of browser warnings.

Users’ ersonal characteristics are also identified asafne
the important factors affecting their susceptipitio phishing
attacks [60, 61, 62, 63]. Viswanathan et al. [58Juad that
different attributes of email messages such ascsourody
content, attention to urgency, attention to titlemputer self-
efficacy, and amount of emails received, affectedigbn of
phishing emails. The Communication-Human Informatio
Processing model proposed by Wogalter [60] defittes
sequence of warnings effect, and assumes attemtiemory,
attitudes, motivation and behavior as several facidiecting
it. The information processing model process suidipy
Mayhorn et al. [61] showed that personality factdike
impulsivity, trust/distrust, anxiety, and calmnes®asured
using standard questionnaires, affect detectiorplighing
emails. Pattison et al. [62] found that less impels
individuals are better at identifying and managirtgshing
emails. Both of these studies used a role-basedoa¢8] to

Our study centers on phishing detection and malwaretudy phishing detection. Wogalter and Mayhorn [63]

warnings. Most closely relevant to the phishing ponent of
our study is the lab study reported by Dhamijal ef1®] with

22 participants who were asked to distinguish betweeal
and fake websites. Results indicated that usersoti@o well

discussed the need to tailor warnings to accommodat
differences in individual characteristics, situapexperience,
and skill level. In our study, we wanted to see hosural
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responses of users with different personal charatitss differ
while identifying phishing websites.

A previous neuroimaging study somewhat relevarauo
work was performed by Craig et al. [18]. This stdyed at
understanding users’ behavior whelewing advertisements,
including the level of suspicion aroused by decepti
advertising. Their study found activation of thequneus and
superior temporal sulcus brain regions while pgrdiots
processed different levels of deceptive stimuli. sTlias
relevance to user-centered online security intemast as
users may become suspicious when they encountshipbi
sites or connect to malware-prone websites. WhibagGst al.
point to the cognitive dangers associated with mateéy
deceptive materials, our phishing task presenteticfmants

with a “real life’ online security scenario where they had to

determine whether the website was malicious or real

There have been other studies that applied neemsei
principles to computer security problems, [19, 2@, 53].
Bojinov et al. [19] proposed a neuroscience-ingpapproach
to coercion-resistant authentication. Thorpe et[%2], and
Chung et al. [53] explored user authentication giSEEG
devices. Martinovic et al. [20] explored the feddipiof side
channel attacks with commodity brain-computer fiaiees.

TABLE |. SAMPLE LIST OF WEBSITES USED IN THE PHISHING EXPERIMENT

\Website URL

Amazon http://www.amazon.1click.com/exec/flex-sign-in.cokn

\WellsFargo www.vvellsfargo.com

eBay http://91.109.13.183/~ebay/security/

Twitter https://twitter.login.com

Facebook http://sgcuntycenter.3dn.ru/facebook/warnlng/ammm
spend/index.html

Gmail https://accounts-google.com/servicelogin?servicakn|

I1l.  DESIGN OFEXPERIMENTS

websites, for this experiment, was similar to theigtes
adopted in the previous study on phishing deteategorted

by Dhamija et al. [10]. Figure 1 provides a sampiex fake

website.

A
® O 0O / a amazon.com Sign In x -
< C [ nhitps: //www.amazon.signin.com.ch/ap/signin?_encoding=U... | gmy =

Amazon Your Account | Help
Sign In

What is your e-mail address?
My e-mail address is:

Do you have an Amazon.com password?
_'No, I am a new customer.

@Ves, I have a password:
Forgot vour password?

Sign in using our secure server )

Fig 1: Sample Easy Fake (logo and URL different pared to real)

1) Experiment Design (PhishijigThe phishing experiment
followed an event-related (ER) design. In an ERgieseach

trial is presented as an event with longer inted-interval as

a recovery time is needed for the hemodynamic respdo

decline between trials. This was done with the go#l

isolating fMRI response to each item separately.deRigns

allow different trials to be presented in randongusnces,

eliminating potential confounds such as habituation
anticipation, set, or other strategy effects [5Lh. this

experiment, we had 39 trials (12 easy fake, 13dtifffifake

and 14 real), out of which 3 trials (1 difficultki and 2 real)
presented at the beginning of the experiment, wensidered
as practice trials to familiarize the subjects wilih task. The
following instruction was given to the participantdn this

experiment, you will see several websites. You laxespond
whether the website is real or fake via the respaggs’.

The experiment also had a fixation baseline comaljiteach of
which lasted for 10s. Fixations, in the contextasf fMRI

Our phishing detection and malware warnings taSkfewerexperiment, are short blocks of time when the piagitts are

implemented usingz-Prime software (Psychology Software
Tools Inc., Pittsburgh) [2].

A. Phishing Detection and Phishing Control

Phishing is the act of deceiving people by presgné fake
website that resembles a real one. For this exgetimve
identified popular websites and took snapstaitgshe sites’
login pages. We then modified the login pages teatw
fraudulent replications and took snapshots of tresmwell.
The snapshots were then categorized into two typresi”
and “fake.” The fake website snapshots were furtheided
into two categories: “easy” and “difficult.” Theeasy sites
were those for which we modified both the URL ahe lbgo
of the companies; keeping the layout of the webpagect;
or we changed the URL of the webpages to an IPeaddihe

asked to look at a cross on the screen and relagy Bre
considered as windows of baseline brain activitgchetrial
displayed a website snapshot for 6s followed byaja of 6s.
The experiment started with the set of instructimtiswed by
a fixation for 10s, and after every 6 trials, aafien of 10s
was displayed on the screen. Thus, in total, thweeee 7
fixations and 39 trials and the experiment lasteds563s. The
trials were presented to each participant in aganzed order
and the participants had to express whether thadspicted in
the snapshot was “real” or “fake” by pressing thsigleated
joystick button. We recorded the response givenissrs and
the corresponding response time.

(2) Experiment Design (Phishing ControlThe phishing
control experiment was designed as a control ferdtimuli

“difficult” sites were those for which we modified just thepresented in the phishing experiment. This experinvess

URL keeping the security icons and parameters infeable |
provides a sample list of the websites used inettgeriment
along with their URLs (we obtained some of the URIasn

identical to the phishing experiment, except thatigipants
were instructed to just look at the images displage the
screen, and not to engage in an active task. Tthis,

the website www.phishtank.com). The design of fakeexperiment had all the visual demands of the phgshi

3
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experiment except for the decision-making (real fake
website) aspect.

In this experiment, 20 snapshots of login pages of

different websites, including: Citibank, USPS, Orkti5,
6pm.com, Google, BankofAmerica, LinkedIn,
Instagram, Coupons, Spotify, onlineshoes, HotmaiktBey,

Yahoo, Discover, AT&T, and Apple and a portal fouro
university, were shown to participants. We used edéit
websites than those used in the phishing detetaisky as we
did not want toinfluence participants’ decisions of refake

identification based on the websites they had deethis

experiment. In total, we had 4 fixations (1 in thegimning of
the trials and 3 after every 6 trials) and 20 $riadnd the
experiment lasted for 268s.

B. Malware Warnings

Malware is software created to obtain unauthorizeckess to
computer resources and collect private informatidie
wanted to identify the neural patterns when peogséponded
to warnings associated with malware. Modern brogvaese
these warning mechanisms to alert users in caseviké a

Chase,

these browsers but we kept, to the extent posshmesxcerpts
similar to the warnings of these browsers (see rei). In
otal, there were 10 fixations, 20 trials, and #eriment
asted for 751s.

Bride Plans Wedding Day a Decade Before She Has Her Groom

| (] Bride Plans Wedding Day a Dec... L+ 1

| (B-Google Q) || |3~ = ~

www.abcnews.com /brideplans /weddir

Warning !! This website has been
reported to be infected with
popunder.us. These websites are
designed to steal personal or

financial information, delete some
files from computer and download
viruses. Do you want to proceed?

Cves P e

Fig 2: A Snapshot of Warning

C. Our Experimental Set-Up

Throughout the project, fMRI data were acquiredhgghe
3T Siemens Allegra Scanner available to us at thieddsity

likely suspicious websitand rely upon users’ input to proceed of Alabama at Birmingham. An MRI compatible IFIS-SA

[11]. Our malware warnings experiment consistedseferal
shapshots of news samples and pop-ups of two types:
warnings and warnings A non-warning pop-up contained
casual information or questions in it lik&CNN is a pretty
popular news website. We have found that 65% optwple
like reading news on CNN. We want to know how yeelf
about it. Do you like CNN?”and a warning pop-up that
contained details about the malware threat. In Way, the
non-warning pop-up served as a control condition tfte
warning pop-up. The article itself served the psmof a

(Invivo Corp., Gainesville, FL) auditory and visual systeas
used for stimulus presentation. However, in our erpents
only visual information was presented. This systemsists of
two computers: one for stimulus presentation arathesn for
experimental control and analysis. A master contnoit is
used to interface the two computers. We used E-Prizhe [
software run on the IFIS-SA system to present vistiaiuli.
The visual display in the magnet utilizes an IFIS-ECD
video screen of size 640 * 480 located behind tteelfeoil that

is viewed through a mirror attached to the radégdrency (RF)

primary task in which the user was engaged. Thesnewcoil. MRI compatible response boxes (e.g., joysticdnd

samples were collected from popular news websiteb s
CNN, BBC, LA Times, ABC News, and Slashdat.ovg

collected news items from major categories at titess
including entertainment, sports, politics, and genem@ls.

We recreated the webpages on our own as the fM&Rovi
screen only supports a resolution of 640*480 fotethtin

Bitmap configuration. This task required that thibject read
a series of articles. While reading the articlegyttwere

randomly interrupted by a pop-up asking a spedjfiestion

(non-warning), or by a pop-up warning (about a nialis

threat).

Experiment Design (Malware Warningshe experiment
started with a set of instructions followed by xafion trial of
10s. After the fixation, the abstract was preserftad10s,
followed by a pop-up (warning or non-warning randpm
presented) for 6s asking the user if he/she wamtqatdceed.
If the user chose not to proceed, a blank screendigplayed
for 10s; otherwise, a full news article was shown 10s.
Fixation of 10s duration was displayed after ead.tThis
was an event-based design and the user gave his @ip
yes/no by pressing the appropriate button on atifkysWe
incorporated the malware warnings of popular webnisers
like Chrome, Internet Explorer, Opera, and Moz[l4d]. It
was difficult to display all the details of warn;xghown by

4

button boxes) are used to receive user responsesE-Hrime
IFIS-SA systems record reaction times as well asigizent
responses to each stimulus item presented and st files
titled e-datandt-dat

All fMRI tasks followed the same data acquisition
protocol, as follows. For structural imaging, iaitihigh
resolution T1-weighted scans were acquired usitgGslice
3D MPRAGE (Magnetization Prepared Rapid Gradiertid}c
volume scan with TR = 200 ms, TE = 3.34 ms, flip angl
1210, FOV = 25.6 cm, 256 x 256 matrix size, and 1 slioe
thickness. For functional imaging, we used a shsjjet
gradient-recalled echo-planar pulse sequence ttiatsothe
advantage of rapid image acquisition (Repetitiomd = 1000
ms, Echo Time = 30 ms, flip angle = 60 degrees, Fidld
View = 24 cm, matrix = 64 x 64). This sequence coveost
of the cortex (seventeen 5-mm thick slices with mrh gap)
in a single cycle of scanning (1 TR) with an inf#a
resolution of 3.75 x 3.75 x 5 min

IV. STuDY PROCEDURES

Our fMRI study followed a within-subjects design,
whereby each participant performed all the threskda
phishing control, phishing detection, and malware niveys.
All tasks were performed in one single fMRI scamgnéession.
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In our experiments, only visual stimuli were presein The
study, including participant recruitment and MRI stag,
ran for a period of about 6 months.

A. Ethical and Safety Considerations

Our study was approved by the Institutional Revizvard
(IRB) at our university. Care was taken to maxinttze safety
of the participants while being scanned by follogvstandard
practices. Their participation in the study was cfyi
voluntary. They were given the option to withdranerh the
study at any point in time. Best practices werdofeéd to
protect the confidentiality andripacy of participants’ data
acquired during the study by de-identifying thelectied data.

B. Participant Recruitment & Demographics

Twenty five healthy university students (14 malesl 41
females; mean age: 21.5 years) participated ifMBRi study.
Participant demographic information is summarizedrable
II. The participating students were enrolled in ivas
educational programs, including Biology, Music, ktics,
Psychology, Physical Education, Biomedical Engiimegr
Mathematics, Medicine, and other programs, resylim a
diverse sample of majors.

TABLE Il. PARTICIPANT DEMOGRAPHICSSUMMARY

N=25
Gender 14 male; 11 female
Age Range 19-32 years
Handedness 24 right-handed; 1 left-handed
Race 13 Caucasian; 5 Hispanic; 6
Asian; 1 African American
Non-Native English Speakers | 7

Participants were not included if they indicatedihg metal

implanted in their bodies (either surgically or identally),

indicated they were possibly pregnant or were ailye
breastfeeding, or indicated having a history ohkig disease,
seizure disorder, diabetes, hypertension, anemisickie cell

disease. Individuals were also excluded if theyemeaking

psychotropic medications, had claustrophobia, af @aring
problems. Participants were not recruited if theglicated a
history of a developmental cognitive disorder, ati
disorder, schizophrenia, or obsessive-compulsiserder.

C. Pre-Scanning Phase

The scans were performed at the neuroimaging tiacili
available to us at our university. Participantsnsidy an
informed consent form approved by ourniversity's
Institutional Review Board. In addition, particigarilled out
an Edinburgh Handedness form [54], an MRI
questionnaire, and a Barratt's loipivity questionnaire [1].

The purpose of the Edinburgh form was to determin

handedness because handedness may relate to
lateralization of hemispheric activity in the paipiants (right-
handed individuals may be more left-lateralized)e purpose
of the impulsivity questionnaire was to determime trait
impulsivity level of the participants (details in $eo V.B).

also explained that the participant was to use lib&on
response system in the MRI scanner during the td&kiswe
did not tell the participants before the fMRI sasto what
they are supposed to be doing in the experiments.

D. Scanning Phase

fMRI data was collected using a Siemens 3.0 T Alegr
head-only scanner (as discussed in Section IIIFB). each
participant, we set the order of the phishing andwaue
warnings tasks randomly, but always left the plmghtontrol
as the first task as we did not want the decisiaking aspect
of the phishing detection task and malware warnitagk to
affect the phishing control task. We gave appraeria
instructions to the participants via an interconfobe each
experiment started. Instructions were also providedally on
the display screen in the MRI scanner at the béginof each
task. Each task was run through tR&S System Manager

After the scanning phase was over, we compensated t
participant with either course credits or a $50hceswvard,
depending on their status.

V. ANALYSIS AND STUDY RESULTS

A. Behavioral Data Analysis

Phishing Detection Experiment During the phishing
experiment, we recorded the response made by
participants and the corresponding response time.

the

TABLE Ill: ACCURACY(%) AND RESPONSE TIMEMILLISECOND)

Trials ® acc ( acc) ® time ( time)
Real 76.68 (18.84) (3323 (1066)
Fake 46.48 (20.58) [3276 (584)
Easy Fake 56.57 (23.29) (3077 (625)
Difficult Fake ~ [33.98 (23.61) 3538 (645)
All 60.42 (13.99) 3347 (654)

safety

Based on the recorded data, we collected statigtics
participant accuracy (acc) and response time (tirffog)
different types of trials (see Table)llAccuracy is defined as
the fraction of times a particular trial was cothgdédentified
out of the total number of occurrences for that.tria

We observed that, on average across all trialsicgeants
took 3.35 seconds to make their decisions, but #euracy
was only about 60%, only slightly better than ad@n guess.
Prior work by Dhamija et al. [10] reported very ganresults
based on their computer-based lab study. We usezhtiesgh
measure ANOVA with Greenhouse-Geisser correctiord a
determined that the mean response times for resy, feke
and difficult fake trials were statistically sigigintly different
éF(l.gl, 40.20) = 10.14, p<.001). On further analysg
R]aeired t-tests with Bonferroni correction, we fouthet users
spent statistically significantly more time in reaébsites as
compared to easy fake websites (t(21) = 3.307, p¥,@0@l in
difficult fake websites as compared to easy fakebsites
((t)21) = 4.05, p=.001). Similarly, we found thastatistically
significant difference existed among accuraciestiese trials

Prior to the scan, each participant was shown sampl(F(1.92, 40.51) = 48.13, p <.001). On further analysigg

images for both the tasks in the form of imagepaper. We
5

paired t-tests with Bonferroni correction, we folgidtistically
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significantly higher accuracy of real websites th&ake

websites (t(21) = 7.5, p=.000), easy fake websit€xl) =

4.86, p=.000) and difficult fake websites (t(21) H9B, p =
.000). We also found statistically significantlygher accuracy
of easy fake websites compared to difficult fakebsiees

(t(21) = 5.44, p = .000).

We did not find statistically significant correlati of
phishing detection task performance witkers’ personality
characteristics and gender.

Malware Warnings Experiment: Similar to the phishing
experiment, we collected statistics for subjectsuaacy (acc)
and response time (time) for the different malwasning
conditions (see Table )VAccuracy is defined as the fraction
of times a participant pressed “Nddr a warning or non-
warning condition out of its total number of occuntes.

TABLE IV: ACCURACY(%) AND RESPONSE TIMEMS)

( acd
67.49 (26.57)
88.71 (28.62)

Condition acc

® time ( time)

4228 (664)
3715 (1141)

Non-Warnings

arnings

An important observation is thatibjects’accuracy in heeding
the warnings was quite high (about 89%), which mehas
participants paid attention to these warnings gmbke not to
“click-through” most times. This result is in line witheth
results from a recent large-scale field study oh&ke and
Felt [11]. It is also validated by the high braictigation in
regions associated with language comprehensionyalvis
attention and decision making as shown by our ne#aging
analysis (Section V. B.)

We did not find any statistically significant coiaton of
users’task performance in the phishing detection andveaad
warnings tasks.

B. Neuroimaging Data Analysis

All acquired fMRI images were converted from DICOM
(Digital Imaging and Communications in Medicinejrfat to
NIFTI (Neuroimaging Informatics Technology Initied)
format using the Free Surfer software
(http://surfer.nmr.mgh.harvard.edu/). Data was prepssed
using SPM8 software (Wellcome Trust Centre for
Neuroimaging, London, United Kingdom) within MATLAB
and an in-house software. Functional data prepsiogs
started with slice time correction to account fog interleaved
pattern of scan slice acquisition. All slices weealigned to
the mean image in the scan. All images were themalized
to the EPI template provided by SPM8 using a Zmm
resampling voxel.
translational directions X, y, and z, and threations: pitch,
roll, and yaw. A cut off point of 1 mm in any diream was
kept as the criteria for motion. After these qualiontrol
measures, data from three participants from the hpigs
experiment were discarded resulting in 22 usabtasgss for
that experiment and also for the phishing contrplegiments.

Finally, all normalized images were smoothed usiag
Gaussian filter of 8mm full width half maximum.

Statistical analyses were performed on individuat a
group data using the General Linear Model (GLM)GhM
analysis, each voxel in the brain will have a sigimae-series
for a given experiment based on how that voxel befan
response to a specific task. The GLM formula is YX*+",
where Y is the fMRI signal at various time pointsaasingle
voxel, X is several components (the design matrith w
different conditions, such as real, fake, or malydnat can
explain the observed fMRI signal, ! is the parametieat
defines the contribution of each component of tlesigh
matrix to the value of Y, and " is the differencetween the
observed data (Y) and that predicted by the moi&l).(
Group analyses were performed using a random-sffect
model. Regions of interest (ROIs) with statistigadignificant
activation were identified using gstatistic on a voxel by
voxel basis. Separate regressors were createce&dr fake,
and fixation stimuli in the phishing experiment, aaustract,
warning, and no-warning for the malware experimégt
convolving a boxcar function with the standard hdgmamic
response function as specified in SPM. Statisticaps were
superimposed on normalized T1-weighted images. dalia
were intensity-thresholded at p=.001, with a clustere
correction per region for a family wise error (FWiEYe of
.05. To determine the voxel threshold for significe, a
minimum cluster thresholding operation was perfatmsing
the AlphaSim software package in AFNI (Analysis of
Functional Neuroimages) [56]. Ten thousand MonteldCa
simulations were generated to maintain the FWE aaté5
for the whole brain. Thus, for a given region todomsidered
significantly active, it would need to have a minoim cluster
size of 64mm[21].

TABLE V. ABBREVIATIONS FOR BRAIN REGIONS

Acronym Brain Region

MPFC Medial Prefrontal Cortex
RIFG/LIFG Right/Left Inferior Frontal Gyrus
RMFG/LMFG Right/Left Middle Frontal Gyrus
ROFC/LOFC Right/Left Orbitofrontal Cortex
RMTG/LMTG Right/Left Middle Temporal Gyrus
RSTG /LSTG Right/Left Superior Temporal Gyrus
RIPL/ LIPL Right/ Left Inferior Parietal Lobule
ROC/LOC Right/Left Occipital Cortex

SMA Supplementary Motor Area

(1) Phishing Control vs Phishing Detection Task

Head motion was examined in three To examine the overlapping and unique activity eisdéed

with the phishing task and a visual control task, c@mpared
the phishing with the phishing control experimersing a
paired sample t-test. Both tasks elicited signiftbaincreased
activity in the visual cortex, perhaps in line wite visual
demands of the stimuli (p < .05, FWE corr.). Howeube
phishing task showed significantly greater and ueiq

All participants datasets were used for the malware warningsactivation in various brain regions, such as RMF@d a
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bilateral insula (see Figure 3), a pattern not seerthe
phishing control experiment (p < .05, FWE corr.).

The anterior insula has been implicated in a warit
functions, such as affective and cognitive judgreent
Activation in anterior insula, along with MFG, hdmen
associated with making choices [44, 45]. The middbatal
gyrus also has been found to be playing a criticég in
cognitive control especially in selecting an appiate choice
of action [46]. The activation of these importargciion-
making regions of the brain in the phishing expenin(vs.
the control experiment) suggested that the pastitp were
conscientiously making an effort as to differesidfake”
websites from “real” websites.

[l Phishing Control
Phishing

Fig 3: Phishing vs. Phishing Control Activation Both tasks show
significant activity in the visual cortex. Phishislgows greater and unique
activation in the right middle frontal gyrus (RMFGjdabilateral insula. (The
top right corner brain image only shows little aation).

(2) Phishing Detection Experiment Resultsin the phishing
task (Section Il1l1A), participants could be lookirag the
website address or the symbols or logos on thestimago
make their decision of real or fake.

Fake > Real

f :} 23
‘v f J2)

R\FG/RMFG \

Real > Fake

L. Cingulate Gyrus
L. Precentral

R. Cerebellum

Fig 4: Contrastlof!“Real”land!“Fake”!Activation . Fake vs. Real activation
regions include right middle, inferior, and orbitadntal gyri (RIFG/RMFG),
and left inferior parietal lobule. Real vs. Fake\atton regions include left
precentral gyrus, right cerebellum, left cingulayeug, and occipital cortex.

Direct subtraction of real trials from fake trialnd fake
trials from real trials revealed statistically dfigant activity
in several areas of the brain that are criticabimd specific to,
making “real” or “fake” judgments (p < .05, FWE c9QrrFor
websites that the participants identified “é&ke’ (contrasted
with “real’), participants activated the right middle, inferio

7
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and orbital frontal gyri, and left inferior parietilbule (see
Figure 4) (p < .05, FWE corr.). On the other handem/ real
websites were identified participants showed inseea
activity in several regions, including the left peatral gyrus,
right cerebellum, left cingulate gyrus, and theipital cortex
(p < .05, FWE corr.).

All participants of this study also completdie Barratt's
Impulsiveness Scale (BIS), a 30 item self-repostrument
designed to assess the personality/behavioral rcmhsof
impulsiveness [1]. Studies have shown that BIS gssess
reliability and criterion-related validity acrosarsples [65].
Impulsive responding can result in behavioral exrand such
responses can be critical in computer securityracteons
where the consequences can be costly. Thus, olmgmato
examine the impact of impulsive decisions on phighiask
performance and identifying the neural circuitrydarlying
such behavior. A regression analysis involving Bl&®res
from participants as a covariate with whole bragtivation
during all trials revealed a statistically signifit negative
relationship in the MPFC (p < .05, FWE corr.) (SeguFe 5).

Fig 5Impulsivity vs. MPFC Activation: There exists a negative relationship
between impulsivity and brain activity in mediakéfiontal cortex (MPFC).

Interpretation and Discussion (Phishing Detection)
Increased activation was found in the right froraad left
parietal regions of participants while decidingttlzagiven
website wasfake’ (Figure 4). At one level, this is evidence of
a strategic and controlled approach to completinghae
difficult task (identifying fake websites). Thesadings are,
however, consistent with at least one previous fMRIdg
[24], where participants were asked to identify wkeeta
series of Rembrandt paintings were real or fakeas Ftudy
found increased activity in RMFG when participaidentified
fake paintings. Fake websites may pose more oflertge to
participants as they may have to spend more tirmkitly
about different attributes, sometimes recalling froramory.
Middle frontal, inferior frontal, and inferior patal areas have
also been implicated in working memory [25]. Idéitig real
websites activated precentral, cerebellum, cingudaid visual
areas of the brain (Figure 4). In addition to theiotor
functions, the cerebellum and precentral gyrus have
topographically organized feedforward and feedback
projections [26]. This network may mediate the dieci-
making process of whether a given website is real.

Yet another finding from the present study pertamsa
brain-behavior relationship. Personality traits, ctsu as
impulsivity, may prove vital in the way an individu

-&./012345861/&71&8/097::/;<&=6:&0/86=57(4:723>0/;71:07=6:723&0/?670/1&+,,,&8/09711723-&@//&A::8B>>CCC-7///-20D>86=57(4:7231E1



HA71&40:7(5/&A41&=//13&4((/8:/;&G20&86=57(4:723&738&4&G6:60/&7116/&2G&:A71&1260345<&=6:&A41&32:&=//3&G655I&/;7:/;-&K23:/3:&94I&(A43D/&80720&:2!
H04314(:7231&23&+3G2094:723&020/317(1&43;&@/(607:J

approaches a cognitively demanding task. The ptestedy
found an inverse relationship between impulsivitg MPFC
activity during phishing decisions (Figure 5). BEsitte from
previous studies suggestdPFC’'s executive/regulatory
function mediates competing and conflicting cogymiti
operations and scenarios [27, 28, 29, 30, 31]. i&ud
involving animal models suggest a pivotal role oPRC in
impulsive decision-making [32]. Functional MRI siesl of
delay discounting have found inverse correlatiomeswben
participants’ impulsive choice of decisions andi\afst in
regions like MPFC [33, 34]. Delay discounting rsfeto
giving future consequences less weight relative ntore
immediate consequences (e.g., [35]). In other wodiday
discounting can be construed as the tendency toseha
smaller, sooner occurring reward over a largeerlatcurring
reward. Similar finding of inverse correlationsthe present
study suggests the conflict and difficulty involvedmaking
real or fake decisions during the phishing taskifopulsive
individuals.

(3) Malware Warnings Experiment Results: In this
experiment (section IIIB), there were three experital
conditions: abstract  warning, and non-warning
Comprehending a warning, relative to comprehending t
news abstracts, elicited a statistically significamtrease in
activation in several regions of the right hemispheuch as

LMTG, both primarily associated with processingdaage.
There were also increases in activity in regionshsas the
MPFC, and in the bilateral occipital cortices (p05,. FWE
corr.) (see Figure 7). On the other hand, we didfimal any
increase in brain activity for the non-warning ciioa,

compared to the warning condition.

Occipital Cortex

Fig 7:Warning vs. Non-Warning Activation. Activation regions include left
middle temporal gyrus (LMTG), left inferior frontgyrus (LIFG) as well as
medial prefrontal cortex (MPFC), and bilateral piteil cortices.

To examine personality traits and their impact on
computer security decisions, as in the phishing datalysis,
we used impulsivity scores as a covariate in aessjon
analysis with brain activity while reading securibarnings.
This analysis revealed significant negative refaiup
between impulsivity and brain activity in MPFC and
precuneus (p < .05, FWE corr.) (See Figure 8).

the RIPL, RMTG/RSTG, and cuneus (see Figure 6).

Processing non-warning pop-ups, relative to newamit
abstracts, also elicited similar general patterris brin
activation, albeit with some differences dependowy the
condition. There was bilateral activation in middigderior
temporal cortex in this contrast. In addition, tight parietal
activation was relatively more anterior, in the tpestral

gyrus.

Fig 6: Warning or Non-Warning) vs. Abstract Activation. Activation
regions include right inferior parietal lobule (RIPkight middle/superior
temporal gyrus (RMTG/RSTG), and cuneus, as well asddl
middle/superior temporal cortex, and right parigig¢he postcentral gyrus.
(The second column brain images do not show ariyadicin; they are
included for the sake of completeness)

One of the main goals of this study was to exantire
brain areas that may mediate how people approadtivare
warnings. Our study participants showed signifidanteases
in brain activity in several areas while processwarnings,
compared to non-warnings. These regions includédLand

Precuneus

Fig 8:Impulsivity vs. Activation: There is a negative relationship between
impulsivity and brain activity in medial prefrontadrtex and precuneus

Interpretation and Discussion (Malware Warnings)

In this study, reading warnings as contrasted tulirey
news abstracts generated significant brain activityegions
such as the RIPL and RMTG/RSTG (Figure 6). This
activation pattern provides further evidence of tioée of
these regions in different aspects of language cehngmsion
(see [36, 37, 38]). Activation in these areas satgythat the
participants in the present study were progresgimgugh the
warnings to understand the conveyed message ané mak
decision.

There were also qualitative differences in actati
between processing warning and non-warning pop-ups.
Warnings generated statistically significant inse@ activity
in the language comprehension areas of the braich sis
LIFG and LMTG and in decision making areas like MPF
(Figure 7). In addition, there was a statisticallgngicant
activation in bilateral occipital cortices, which ynarovide
evidence of how much visual attention and inspectio
participants were engaging in during warnings. @a other
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